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Abstract:Cryptographic applications are based on keys farrgption and decryption processes,

in order to protect the transferred information Wween trusted entities. Keys must be strong
enough to resist in case of cryptanalytic attadkseir properties are given by the key generator
who is, most of the time, a PRNG (Pseudo-RandombBiu@enerator). Depending on how

difficult it is to predict numbers obtained fronganerator output, encryption keys can get strong
or weak. PRNG periodicity and speed are fundamefatatiors in the choice of the proper key

generator.

1. INTRODUCTION iterations, algorithm will return to an initial
internal state and will repeat its behavior in an
A fundamental cryptographic goal is toinfinite cycle. In practice, some PRNGs
generate pseudo-random numbers, used mainyaracteristics may prevent them from passing
in the construction of cryptographic keys,statistic tests:
unpredictable for cryptanalyst. A common < lack of uniformity;
method to build a cryptosystem is to operate e successive values may not be independent;
XOR (Exclusive OR function) random bit string « poor dimensional distribution;
with the message to be encrypted. « some bits are "more random" than others;
A PRNG (Pseudo-Random Number .« shorter than expected for certain initial
Generator) is an algorithm that generates strings  conditions.
of numbers relatively independent from them and A PRNG successfully passing this test is

approximates some random numbers propertiegalled CSPRNG (Cryptographically Secure
A number itself cannot be random, rather thalpRNG), meaning that it have good statistical
the way it has been generated. To generate Roperties and cryptanalytic resistance.
random number, means that all numbers before it
had an equal probability of occurrence. 2. CRYPTOGRAPHICALLY

True random numbers can be generated SECURE PRNG (CSPRNG)
using hardware generators. Because any PRNG
running on a computer is a deterministic A CSPRNG must succeed the "next-bit"
algorithm, - the generated string = will haVetest, where giving the firsk bits of a random

glljfri[)eer:tspropertles that a truly random string Ofnumber, there is no polynomial algorithm to

The periodicity property is guaranteed bypredlct the next bit with a probability greater

X than %. It was proven that a generator passin
the fact that the generator uses a fixed amount o ? P g P g

memory, leading that after a sufficient number of
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this test will successfully pass all other statesti
tests. a, &,. - - , & candm are integers characterizing
A CSPRNG must resist if its condition is the generatorc €{0, 1, ..., m - Land X, Xy, ...,
known, meaning that it must be impossible ta, are initial values; the generated values are set
rebuild the string previously generated and mush the interval P, 1, ..., m - L The maximum
also be extremely difficult to deduce the nexiperiod ism and thereforam value is chosen as
state generator. the largest positive integer that can be
BBS (Blum Blum Shub) generator is arepresented by computer.
CSPRNG algorithm with a high security, but Parameters; andc are difficult to choose
slow. A secure block cipher can be converted tand they are usually determined by efficiency
a CSPRNG by running in counter mode. Chooseests. The most common generator in use is the
an arbitrary key and encrypt a block of bits withorder 1 generator:

all values 0, then 1, 2, ..., etc. Counter's ihitia

value can be any arbitrary nonzero value. The Xn+1 = &%, + C, modm; (4)
CSPRNG period constructed this way will e

for the case of a block ofbits. For ¢ = 0, the generator is called

Mathematically, generating a pseudo-multiplicative congruent, and for ¢ 0 the
random series of numbers is equivalent to @enerator is called mixed congruent.
simulation of a discrete random variable

uniformly distributed. 2.1 Linear congruential generators (LCG)
A discrete random variablé with values
in the set {1, 2, ... , n} is uniformly distributetd LCG generate pseudo-random strings:
P (X =1i)=1/nfor1<i<n. Simulation of such
variables is based on a functign M — M Xn = (@%.1 + b) modm; (5)

whereM is a subset of natural numbers that can
be represented by the computer. To generateveherex, is thenth element of the sequence and
series of numbers the initial valugg %, ..., X X, is the previous item. The variablesb andm
are chosen to create the generae®d using the are constant. The seed is thesalue.
recurrence relation: This generator has a periegdm. Fora, b
and m are well chosenb( prime to m), the
X =0 (% -1%-2..%-¥, N>k; (1) generator will be a generator of maximum period
(or length), with period equal tm [1]. Constants
SinceM is a finite string, the result is a selection that ensure maximum period is treated
periodically recurring x,. There are two inJ[2].
conditions for this generator to be accepted: These constants define the LCG
1. the period must be large relative to thesuccessfully passing the test for dimensions 2, 3,
number of generated values; 4, 5 and 6 [3]. The advantage of LCG is speed
2. the generated values must not bebecause it requires fewer operations.
sequentially related. Their disadvantage is that it cannot be used
These conditions can be ensured by théor cryptography, because they are predictable.
proper choice of function. The most commonly In some cases the use of a linear congruential
used methods are based on functiongenerator (LCRNG, which is the type usually
characterized by a recurrence like: used in programming language libraries) can
interact with the cryptosystem it is used with, for
X =F (Xn-1%-2 - - %- 9 modm; (2) example using an LCRNG or truncated LCRNG
with DSA (digital signature algorithm) makes it
f: M¥ — M is a function and andm are values possible to recover the signer's secret key after
that define the generator. The most common useseing only three signatures [2, 3, 19].
methods are those for which is a linear All the LCG (linear, quadratic and cubic)
function: were broken [5, 6].

Xi= 81X -1+ @Xn-2+. . .+ @X -+ C, modm; (3)
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2.2 Linear feedback shift registers (LFSR) 2.4 Feedback with carry shift registers
(FCSR)

A LFSR is composed of two main parts: a
shift register and a feedback function. Shift A FCSR is similar to a LFSR generator.
register is a string of bits. Register length isThey share the shift register and feedback
expressed in bits (far-bit length is calledr-bit).  function but the difference is that FCSR uses a
For one generated bit, all bits in the register argansport registry. Rather than operate XOR bits
shifted to the right. The output register is the biof the “tap”, sequence of bit sums and gather
on the most right position that leaves the registewith the contents of transport registry. The result
Register is complemented with a new bit in thes the new bit modulo 2 and it can be found in the
most left position, which is calculated as aleft position of the shift register. This result is
function value of other bits (Fig.1). Ciphersdivided by 2 and becomes the new contents of
using shift registers are easy to implement [7]. the transport registry.

A LFSR generator ofi-bit can take one of
the 2" - 1 possible states (excluding state in

where all register bits are 0) and can generate Generated
number of2" - 1 pseudo-random bits with no | Swmmed2 o
repetition.

| b

Fig.2. Feedback with carry shift register

FEEDBACK FUNCTION

As we can see in figure 2 the transport
Fig.1. Linear feedback shift register register is not a singular bit, but a number.
Length in bits of the transport register must be at
A detailed implementation and analyze forjeastlog2t, wheret is the number of bits in the
linear feedback shift register generators can beap” sequence. The maximum period for FCSR
found in [8]. is g -1, whereq is the integer connection, which

defines the “tap” sequence and is a prime:
2.3 Generalized feedback shift register (GFSR)

q=2q+ 2+ 2'pu+ ... +2%q_1;  (7)
GFSR is an attempt to improve the results
of statistical tests and is based on the theory of  \yhere2 must be a primitive root.

primitive trinomialsx, + x; + 1 [9]. GFSR can If the FCSR leads to mbit string of 0 or
be expressed by linear recurrence equation: 1 the initial state must be rejected. Because the
initial state of a FCSR sequence corresponds to a
X = Xip D Xq (6) string cipher key, it means that a generator based
on FCSR will provide a lot of weak keys.
where eaclx is aw size vector with components

0 or 1.2° - 1is the maximum period for this 25 Nonlinear feedback shift registers (NFSR)
generator and is obtained when trinomial
primitive x° + x? + 1 dividesx” — 1andn = 2° - 1 If in a LFSR or FCSR is used a more
is the smallest value af. The maximum period complicated feedback shift register, a nonlinear
can be obtained if is a Mersenne prime number. feedback shift register is obtained. The main
A number likeM, = 2" - 1wheren is an integer problem is the lack of a mathematical theory to
is called Mersenne number and fbt, prime  support their analysis and in practice may happen
number, it is called Mersenne prime numbegnat:
[10].
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period larger than the expected use of the

the output string to contain significantly RNG. In the case that the period of use of
more bits of 1 than 0; the RNG is unknown or that it would
the generator period depend on the initial operate continually, in risk that its state
value; may be reverse engineered, a simple
the output string is initially random, but go natural entropy source of any type can be
to a single cyclic value; used to perform a partial re-seeding of the
the maximum period to be smaller than cache data.

that expected. 4. STATISTICAL TESTS

The advantage is that the difficulty of 4.1 Random appearance

theoretical analysis of generator's non-linearity

is kept in cryptanalysis plan, with fewer ways to PRNG are used in cryptographic
attack ciphers based on this type of numbeapplications, particularly in key generation and
generators. should meet certain randomness conditions.
Their output must be unpredictable in the

3. RNG REQUIREMENTSTO absence of any information concerning input.
QUALIFY ASCSPRNG Randomness degree of the generated string may

be revealed by statistical tests, determining
There are some improvements that can pwhether a generator is qualified to be used in

made to the RNG to increase its security again§yPtography.

reverse engineering and solidify its classification ~ Statistical ~ tests ~ cannot  replace
as a CSPRNG: cryptanalysis, and therefore do not provide an

Using a prime number as the cache size. absolute guarantee that a particular generator is
This is more useful when the RNG uses guitable for cryptographic applications [11].

small cache (<1000000 bits) but for all In [12] Ueli Maurer has proposed the

cache sizes this means that the Cachfgtmous test based on a statistic asymptotically
cannot be filled with a set number of related to the source entropy. This test congists i

repeating strings. counting the distances between patterns in the

. : output data stream.
An optional mechanism to delete cache
data behind the engine process. If the In [13], J-S Coron and D. Naccache have

RNG is operated in a situation where itproposed to modify this test in order to more fit
may be compromised and its Sta,[eprecisely the source entropy (see [14] for the

becomes known, deleting a small amounEteSt version of this test which is now part of

. . 5]).
of cache data behind the engine proces , :
assures that the engine can never b The first approach developed in [16] and

successfully run in reverse. Fortunatel /Jwas to qualify RNG using statistical tests.

e chaol nature of the RKG makes i CONIO% stalsieal st nole for,
very tolerant of poor seeding and/or q y

uniformity of the outputs of the RNG and the
O e oon o to SN0 U et tht veriles uhether the RNG i o
forcing bits to 0 and 1, so their data iSStUCk atag_|ven val'ue' during a defined p.erlod.'
cleared but the average,balance of 0 and Jﬁ C]assmal statlgtlcal tests are combined w!th
bits in the cache remains. f eoretl_cal analysis (_)f the _ cryptographic
Partial re-seeding of the cache. If the properties of the underlying algorithm [18].
. . i . On the other hand, TRNGs (true random
Sgle?ati(;f] wFi)tﬁrt;alé)(lapa{gtseegﬂ?r%pydsggg: enerators) are trickier to evaluate. The AIS 31

the Hybrid RNG result provides tandard [15] has defined a way to qualify the

. >_expected quality of TRNG.
numerous benefits. Problems of potentlaF P g y

lobal be def d with NIST (National Institute of Standards and
gioba Tepeat can be eleated wit alr:'I'echnology) has developed a set of statistical
input either sequential or fractal, of a
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tests in order to determine the deviation of are not random. In cryptography the common
binary string from randomness. value fora is 0.01.

Pseudo-random numbers are required in The probability of a type Il error is denoted
most cryptographic applications, generally forby g. g is the probability that the data are not
encryption/decryption keys. random while the test indicates that they are

Many cryptographic protocols require random.f is not a chosen value, but may take
random inputs such as digital signatures odifferent values corresponding to a number of

authentication process. different ways that may not be random.
Each test is based on a calculated value of
4.2 Unpredictability statistic tests. If this value is denot8dand the

critical valuet, then:
The PRNG generated numbers must be = type | error probability P(S>t||H, is true)=
unpredictable. For the initial values not known,P(rejectHO|HO is true)
the next generated number must not b¢ = type Il error probability =P(S<t||Ho is
predictable, regardless of numbers previouslyalse)=P(acceptHO|HO is false)
known. If p =1, the string appears to be perfectly
The reverse condition must be respected aandom.p = 0 indicates a complete nonrandom
well as for any generated value, the previous astring. For testingz value is chosen for the level
initial values must be impossible to predict. of significance. Fop > « the null hypothesis is
This is called forward and backward accepted, so the string appears to be random. For
unpredictability and there should be no obvioup < a the null hypothesis is rejected and the
correlation between initial values and any of thestring is not randonu parameter indicates the a
values generated from these. type | error. Usuallyx is chosen in the interval
All the elements of the output generated0.001, 0.01].
sequence should appear as an independent A value a = 0.001 indicates that one of

random event with probability 2. 1000 strings is rejected by statistical test. [Fer
0.001a string will be considered random with a
4.3 String test confidence threshold of 99. 9%.

Properties of a random number can be 5. CONCLUSIONS
described in terms of probabilities. There are an
infinite number of possible statistical tests, each For a PRNG to be considered
looking for the presence or absence of &ryptographically secure, following assumptions
“pattern” which, if detected, would indicate thatare made on randomly generated binary strings:

the string is not random. 1. Uniformity: at any time of the bit string
A statistical test is testing a specific null generation, the likelihood of a zero or one

hypothesis Klg), proving that the tested string is is the same, with the value Y. Expected

random.H, is the alternative hypothesis and it number of 0 or 1 bits ia / 2 wheren is

assumes that the string is not random. For each  the length of the string in bits.

test, the null hypothesis acceptance or rejection 2. Consistency: the behavior of a generator

will lead to the conclusion that the generator must be consistent relative to seeds. The

produces or not random values. generator must be tested for different input
Statistical hypothesis testing is a procedure values.

for generating decision with two possible 3. Scalability: any test applicable to a string

outcomes:Hy or H,. There are two types of also applies to any substring randomly
errors: type | - the data are random but the extracted. If a string is random, any of its
hypothesisHy is rejected and type Il - data are substrings is also random, concluding that
not random, but the hypothedty is accepted. any such substring should successfully
Type | error probability is called level of pass any test.

significance and is denoted lyand it can be In this paper we realized a theoretical

fixed before the test: is the probability that the analyze of some well-known PRNG types and
data is random while the test indicates that they
ISSN — 1453 — 1119
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the necessary requirements to be considered &sl].

CSPRNG.

verification techniques of these requirements ar
described by Peter Gutmann.

provide general advice on using and choosingl3]_

In [19], a complex implementation and the

In addition, a number of studies can

random number sources [20, 21, 22].
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